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1. Preamble

The NGM College Information Technology (IT) Policy, henceforth will govern the

responsible usage of all users of the College's Information Technology Resources. This

comprises the IT facilities distributed over the Campus or any user, who connects to the

Campus Network. Every user of IT Resources of the College is expected to be known

with and strictly adhere to this policy. Users of the IT facility are responsible to properly

use and protect Information Resources and to respect the Rights of others.

2. Objectives

Each user of the College Information Resources must ensure that it is used for promoting

the Goals & Objectives of the College towards Teaching, Learning, Research, and

Administration. In particular, the major objectives of this document are:

' To ensure the Integrity, Reliability, Availability, and Superior performance of the

College IT Systems/Establishments.

o To ensure that the IT Resources protect the Official E-identity (allocated by
the college) of an Individual.

o To ensure that all the users of the College are responsible to Adhere to the

Procedures Goveming the Implementation of this IT policy.

3. Applicability

The IT Policy applies to all College Faculties, Students and all others using the IT
Facilities/Resources, whether personally or of College owned which Access, Transmits or
Store various types of related Information.

4. IT usage and Limitations

The users of the NGM College shall make Effective usage of Campus

Collaboration Systems, Intemet, Wireless Resources, Official Websites (including

College Website, Library Portals, and Online Admission Systems, ERp Solutions

(CAMU - ERP), Leaming Management System, Remote Login based facilities of the

college and E-Library Resources.
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4'1 The College shall stress upon the users to comply with the College policies and Legal
Obligations (including licenses and contracts).

4'2The College shall strive to arrange for awareness programmes to acquaint the users

with the Effective usage of IT resources.

4'3 Prohibited Use - The users shall not Send, View, or Download Fraudulent, obscene,
Threatening, or other Messages or Materials violating applicable Law or College
Policy, contributing to the creation of a Hostile Academic or Work Environment
which is prohibited.

4'4 Copytights and Licenses - Users must not violate Copyright Law and must respect
Licenses to Copyrighted materials. For the avoidance of doubt, unlawful file sharing
using the college's Information Resources is a violation of this policy.

4'5 Social Media - Users might abide by the Rules of the Institution on use of Social
Networking sites, Mailing lists, Newsrooms, chat rooms and Blogs.

4'6 Commercial Use - The College IT Resources shall not be used for any Commercial
and Promotional Purposes, through Advefiisements, Solicitations or any other
message passing medium, except as permitted under college Rules.

4'7 E mall - a separate dedicated server is maintained for college website and staff mails
(G Suite) for college purpose only. official e-mail ids given to the faculty associated
with the college domain need to be used only for offrcial pu{poses.

5. Standard Operating procedures

The Purpose of a Standard Operating Procedure in NGM College is to provide detailed
instructions on how to carry out utilization of IT resources so that the user can carry out
the usage of resources correctly every time. The Standard Operating procedure should
restate and expand a well written title. The office of Information Technology Services is
composed of seven organizational units:

1' System Administration and Server Infrastructure, Academic Computing,
Security, and CCTV Network

2' Network Administration and Infrastructure: Telephone services and LAN
Instructional Technology and Web Services
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3. Technical Service and Field Service, Classroom Technology, Multifunctional

Devices, and Imaging

4. Help desk

5. Storage Backup and Digital Printing Services

6. Budget and Office Management

6. Information Security

The NGM College IT Education Sector needs to secure its applications and

systems. It overcomes any challenges that come in the way of Information Security.

Other than that, there is Data theft that can potentially affect all levels of Education.

The Data can be wrongfully used to sell the Information or be used as a Tool to extott

money.

It should focus on major security issues like Critical Infrastructure, Network Security,

Application Security, Cloud Security, End user Education, Disaster Recovery and

Storage Security. To meet out above Security Levels, Fire Wall or necessary tools

should be procured and used for maintaining the security.

7. Wi-Fi Security

College Wi-Fi is available in the whole campus. The access to College Wi-Fi is

restricted to registered users only. Usage of College Wi-Fi in an unregistered device by

spoofing/tethering will be treated as violation of this policy. Even if the access id is

different, the registered Wi-Fi user is the sole responsible person for all the

communications originated from the authentic device.

8.IT System Management

8.1 System Management: The College shall lay down Educational processes

for the management of Hardware and Software assets that facilitate the

usage of IT resources in the College. This shall include procedures for

managing the Purchase, Maintenance, Utilization, Energy Audit, and

disposal of Software and Hardware within the college and periodical IT
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8'2 Copying and Distribution: The College shall ensure that there is no
violation in the Copying and distribution of Proprietary and Licensed
software. Installation of cracked version of software in the Laptop and
connecting via Campus Network are also treated as a violation of the
policy.

8'3 Risks: The College shall emphasize on managing the risks involved for the
usage of IT resources. This shall include standard procedures for
Identification, Minimization, and Monitoring of risk Impact by preventive

and Corrective Measures. This should also include procedures for Timely
data Backup, Reprication and Restoring poricies, power Backups, Audit
Policies, altemate Internet connectivity for a Fail-Safe Internet Access.

8'4 Open-Source Asset: The College shall endeavor towards the promotion

and Effective usage of Open Source Software.

9. Violation of Policy

Any violation of the Basic objectives and Areas mentioned under the IT policy
of the College shall be considered as a Violation and as a Misconduct and Gross
misconduct under college Standard operating procedure.

10. Policy Review

The Policy Document needs to be reviewed at least once in Two years and
Updated if required; to meet the pace of the Advancements in the IT related
Development in the Industry. Review of this Policy Document shall be done by a
Committee chaired by the Principal. The Other Members of the Committee shall
comprise the Head - IT Infrastructure, Deans, Head of CS Cluster, other members as
nominated by the Chair.

11. Social Media Policy

No person is authorized to creat e any title in the name of College in any
Social Media' Social Media promotion can be made only when obtaining proper

Authorization from the Head of the Institution.
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Do not make any Derogatory, Defamatory, Rude, Threatening, or Inappropriate

comments about the College, or anyone at or connected with the NGM College. Use

Social Networking sites responsibly and ensure that neither their Personal I

Professional reputation nor the College reputation is compromised by Inappropriate

Postings.

12. Security and Integrity (Firewall and Antivirus Policy)

Personal Use - The College IT Resources should not be used for activities violating the

basic functionality and Mission of the College, except in a purely Incidental Manner.

The users must refrain from making any unauthorized access of information in

order to promote secure access of Network and Computers.

The Competent System Administrator may access the Information Resources for a

Legitimate Purpose.

Firewall (SOPHOS) - Additional procedures to maintain a secured flow of
Internet and Intranet based traffic in the Campus shall be managed through the use of
Unified Threat Management (Firewall).

Anti-virus and Security Updates (Quick Heal) - The Regular updating of the Anti-

virus Policy and Security updates should be done for the protection of Computing

Resources wherever required.

13. E Waste Management

o The Institution has undertaken a number of E-waste Management

initiatives with the objective of creating an Eco-friendly Environment in

the Campus.

. The Major E-waste such as written off Instruments / Equipment, LED

Monitor, Printers, Computers are sent to Proper Channel at least once in

year.

o UPS Batteries are exchanged by the suppliers.

o All the Miscellaneous E-waste such as CDs, Batteries, Fluorescent

Bulbs, PCBs and Electronic Items are collected from Every Department

and Office and Delivered for Safe Disposal to Proper Channel.
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The waste compact Discs and other Disposable Non-Hazardous Items
are used by Students for Decoration.

The Awareness programs have been undertaken in the Institution where
the Students are made aware of the E_waste Management.
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